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Abstract: The proliferation of artificial intelligence models has rendered them vulnerable to a myriad of security
threats. The extensive integration of deep learning models into edge devices has introduced novel security challenges.
Given the analogous structural characteristics of deep neural networks, adversaries can employ decompilation tactics
to extract model structural details and parameters, facilitating the reconstruction of these models. Such actions can
compromise the intellectual property rights of the model and increase the risk of white-box attacks. To mitigate the
capability of model decompilers to locate and identify model operators, acquire parameters, and parse network
topologies, an obfuscation framework was proposed. This framework was embedded within the model compilation
process to safeguard against model extraction attacks. During the frontend optimization phase of deep learning
compilers, three obfuscation techniques were developed and integrated: operator obfuscation, parameter obfuscation,
and network topology obfuscation. The framework introduced opaque predicates, incorporated fake control flows, and
embedded redundant memory access to thwart the reverse engineering efforts of model decompilers. The experimental
findings demonstrate that the obfuscation framework, named DNNobfus, significantly diminishes the accuracy of
state-of-the-art model decompilation tools in identifying model operator types and network connections to 21.63%
and 48.24%, respectively. Additionally, DNNobfus achieves an average time efficiency of 67.93% and an average
space efficiency of 88.37%, surpassing the performance of the obfuscation tool Obfuscator-LLVM in both respects.
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5) tensor «— getTensor(i)
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8) i+=1

9) end while
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12)  while inPred[i] do
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16) end if
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18) end while
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20) return opPred
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1) Func extMemAccess(M, size)

2) G «— getGraph(M)

3) topo < Kahn(G)

4) vars <— {}

5) for op in topo do

6) vars[op] «— getOpOut(op)
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8) sel <— randNs(G.nodes, size) P — B R AT Lk . teak, XA ARG
9) for i in sel do SRR EXHRE RO et AT TN, B2

10) op < topoli]

11) prev <— rand1(topo[0: i-1])
12) add prev access to op

13) end for

14) return M
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RURT AT SO 24590 i 1 22 AT 9 BRSO R 0l 9
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Table 1 Effectiveness test of operator confusion
A RIEW  OLLVM fiﬂ?&?% ggor'::ﬁ;s)

Resnet50  99.07%  99.07% 64.17% 26.47%
VGG16 100%  100% 64.66% 29.32%
Inception 100%  98.10% 66.58% 31.25%
Shufflenet  99.34%  99.34% 60.82% 21.63%
Mobilenet 100%  100% 64.06% 28.12%
EfficientNet ~ 100%  99.07% 62.20% 22.54%

HIR 1A BLE Y, A5 OLLVM A B
B, BTD U5 FHERA R B R FRAR, R IIA ST %
HPIREBEIN A . B2, BTDSAEM T
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B SRR SWEG Y, EEIREETEE
HRLF O RN B I 220 mT DU IERf
P Ratio e I, THEIEFEQIS (20 Fiom.

= % x 100% (2)
Connect,,

HH Connect,, & 7~ BTD Y&k & BT 5 5+ 8] 1) 1% £
%, Connect,,, &7~ H P IE# 1 H 7 & 4.
Ratio,,,.. 8K, i8] BTD B RUR k4T, 1R%E
BRI ZE .

P28 Ph AN TR VS RO IR a0 R 2 fros, AT DU
tH, OLLVM Joik PR A [ 9 15 2 0T I 28 #1 4h
P, T A SC R H R AE 22 7T DK T B IR BTD
X IR 28 P A PR R o X Ul B AR SCHE B A 3
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Table 2 Effectiveness test of network
topology confusion

Ratio

connect

w0 o IO oo
Resnet50 100% 100% 79.08% 48.24%
VGGl16 100% 100% 77.01% 51.26%
Inception 100% 100% 71.30% 49.27%
Shufflenet  100% 100% 77.85% 50.31%
Mobilenet  100% 100% 72.53% 50.02%
EfficientNet  100% 100% 76.98% 49.96%

4.2 TEEEMNK

(1D BFaeE

43 A M ORD M, P AT f ] AT ST X
FHIF A AN EEAT T, AR AT I (R AR 22 5, AR
SCRVE 7 R T S B R 2 E N 67.93%, R T
OLLVM HH i 4B 4 il Yt VR ¥ 119 40.91% I 8] 250%
BERPATIS [ a0 3 FroR . BT 5 FIRIE A L
PN )R el S e w7 U 1 T N (T 748
175 FANRIEBEHR I A A A7 U5 I 3R E AN
] ER B ES, AT TE. D

ResNet-50 A%, HEZHELHN2 500 51, &
KE A ES B EL N250 A, — NS HLL
4 byte TF 5, BRRAINI N ALV 0] 5 2 75 B2
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Table 3 Model execution time

BUH WA OLLVMJs %ﬁfﬁﬁf B A e
Resnet50 59.75 138.95 89.53 66.73%
VGGI6  123.64 27746 17239 71.72%
Inception 65.03 157.83 91.24 71.27%
Shufflenet 8.79 24.25 13.72 64.07%
Mobilenet 20.47 52.53 31.18 65.65%
EfficientNet 39.61 97.04 58.14 68.13%

(2) FRFE
A SCIN & T IRIE AT B2 TVM 4 1315 3]
(R AT AT SO BT o5 R RG2S ), AR i 2 ) o
ERIMF4FTR.
=4 BRGMESE AR

Table 4 Model storage space occupied results
JRVEHI/  OLLVM/ DNNObfus/KB

I S LS
Resnet50 587 1209 682 86.07%
VGG16 1253 2736 1426 87.87%
Inception 449 947 517 86.68%
Shufflenet 52 96 56 92.86%
Mobilenet 97 182 108 89.81%

EfficientNet 235 475 274 85.77%

HIZR4 AT LLE L, RIS AT o5 A7
RSN, 2R R AR S L
R 51 & R IT 8 . A T OLLVM K B4 il
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AAE A 825 B A 7R 2 1] FR) 175 00 T B e R 2R ) 22
Gtk BB HOR IR S BB 54 N
IR RIS 20 9 347 Mg fNRIE R &
PN AT TR BN Hh R AR 200 14T, 48
IR BE AR 55 5 B2 MR, X TR A
PR, X 2 MEEUA AN 2 3 B R AR 5
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